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Abstract 

Wireless Local Area Network is a data transmission system 
considered to provide location independent network access 
between computing devices by using radio waves rather 
than a cable infrastructure. In the business venture, wireless 
LANs are frequently employed as the final link between the 
existing wired network and a group of client computers, 
giving these users wireless access to the full resources and 
services of the corporate network across a building or 
campus setting. The IEEE 802.11 standard supports radio 
transmission within the 2.4 GHz band. The 802.11 is a 
family of specifications developed by the IEEE for 
WLANs. In this research paper we concern with WLAN 
standards and their comparative study which will help to 
WLAN users in selection of better type of WLAN standard. 
Keywords: Routing protocol, MANET, AODV, DSR, 
OLSR, OPNET, FTP. 
 

1. Introduction 
Wireless networks have been growing rapidly in the 
past years to support increasing demands for mobile 
communications. Though wired LAN provides 
sophisticated features to share resources and to have 
reliable communication among different nodes, 
sometimes it becomes a nightmare to physically 
connect several nodes located at different locations 
which are quite apart from each other. In such 
situation we need some other means of connecting 
those nodes. In this regard the Wireless Distributed 
System (WDS) features allow us to create large 
wireless networks by linking several wireless access 
points with WDS links. Thus WDS is normally used 
in large, open areas where pulling wires is cost 
prohibitive, restricted or physically impossible. 
In IEEE 802.11 terminology a “Distribution System” 
[1] is system that interconnects so-called Basic 
Service Sets (BSS). A BSS is best compared to a 
“cell”, driven by a single Access Point. So a 
“Distribution System” connects cells in order to build 
a premise wide network which allows users of mobile 

equipment to roam and stay connected to the 
available network resources. 
A WDS link can be a point-to-point link [1] in which 
an access point can be wirelessly connected to at 
most one other access point or it can be of point-to 
multipoint type [3] in which an access point can be 
wirelessly connected to several other access points. 
The following figures depict the Point-to-Point WDS 
Link and Point-to-Multipoint WDS Link. 
 
Point-to-Point WDS Link: 

 
Figure1. Point-to-Point WDS Link 

Point-to-Multipoint WDS Link: 

Wireless networks are increasingly being considered 
as the platform of choice for various applications. 
Critical applications, such as stock trading, health 
monitoring systems etc., require the underlying 
network to continue to function even in the presence 
of faults [1]. Unfortunately, current wireless 
networks are notoriously prone to a number of 
problems, such as the loss of link-level connectivity 
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due to user mobility and/or infrastructural failures, 
which makes it difficult to guarantee their reliability. 
Today’s users are mostly satisfied with the ability to 
access wired networks/resources conveniently from 
mobile stations, even if the access is unreliable. 

 
Figure2. Point-to-Multipoint WDS Link 

 
However, as wireless networks become more 
ubiquitous and start to support more critical 
applications, users will expect wireless networks to 
provide the same guarantees of reliability as their 
wired counterpart are often able to ensure. Research 
is ongoing to extend the scope of services made 
available to mobile users to achieve the “anytime, 
anyplace, any form” communications vision. This 
vision is to provide voice, data, and multimedia 
services to users regardless of location, mobility 
pattern, or type of terminal used for access. 
In IEEE 802.11 Wireless Local Area Networks 
WLANs, each AP has a coverage area, i.e., a limited 
range of operation, which is typically 20 to 300 
meters in open environments [1]. The IEEE 802.11 
standard also provides for a handoff mechanism, in 
order to support the transfer of a mobile station from 
one AP to another, as the station moves between the 
respective coverage areas of the two APs. Thus, 
multiple APs are typically installed in order to 
provide seamless, continuous connectivity to mobile 
stations as they move from one location to another.  
Though we take different measures to have smooth 
and reliable communication but in practice wireless 
network is more prone towards different types of 

errors such assuch as the loss of link-level 
connectivity due to user mobility and/or 
infrastructural failures. For wireless (and wireline) 
networks, a network’s ability to avoid or cope with 
failure is measured in three ways [1]: 

• Reliability is a network’s ability to perform 
a designated set of functions under certain 
conditions for specified operational times.  

• Availability is a network’s ability to 
perform its functions at any given instant 
under certain conditions. Average 
availability is a function of how often 
something fails and how long it takes to 
recover from a failure. 

• Survivability is a network’s ability to 
perform its designated set of functions given 
network infrastructure component failures, 
resulting in a service outage, which can be 
described by the number of services 
affected, the number of subscribers affected, 
and the duration of the outage. 

 

2. Issues over Wireless LAN 

Since wireless devices need to be small and wireless 
networks are bandwidths limited, some of the key 
challenges in wireless networks are: 

a. Data Rate Enhancements. 
b. Low power networking. 
c. Security. 
d. Radio Signal Interference. 
e. System Interoperability. 
 
a. Enhancing Data Rate: Improving the current data 
rates to support future high speed applications is 
essential, especially, if multimedia service are to be 
provided. Data rate is a function of various factors 
such as the data compression algorithm, interference 
mitigation through error-resilient coding, power 
control, and the data transfer protocol. Therefore, it is 
imperative that manufacturers implement a well 
thought out design that considers these factors in 
order to achieve higher data rates. 
b. Low Power Design: The size and battery power 
limitation of wireless mobile devices place a limit on 
the range and throughput that can be supported by a 
wireless LAN. The complexity and hence the power 
consumption of wireless devices vary significantly 
depending on the kind of spread spectrum technology 
being used to implement the wireless LAN. 
Normally, direct sequence spread spectrum (DSSS) 
based implementations require large and power-
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hungry hardware compared to frequency hopped 
spread spectrum (FHSS). They tend to consume 
about two to three times the power of an equivalent 
FHSS system. But, the complex circuitry provides 
better error recovery capability to DSSS systems 
compared to FHSS. The right time has come for 
researchers and developers to approach these issues 
in wireless LAN technologies together and from a 
global perspective. 
c. Security: Security [10] is a big concern in wireless 
networking, especially in mcommerce and e-
commerce applications. Mobility of users increases 
the security concerns in a wireless network. Current 
wireless networks employ authentication and data 
encryption techniques on the air interface to provide 
security to its users. The IEEE 802.11 standard 
describes wired equivalent privacy (WEP) that 
defines a method to authenticate users and encrypt 
data between the PC card and the wireless LAN 
access point. In large enterprises, an IP network level 
security solution could ensure that the corporate 
network and proprietary data are safe. Virtual private 
network (VPN) is an option to make access to fixed 
access networks reliable. Since hackers are getting 
smarter, it is imperative that wireless security 
features must be updated constantly. 
d. Radio Signal Interference: Interference can take 
on an inward or outward direction. A radio-based 
LAN, for example, can experience inward 
interference either from the harmonics of transmitting 
systems or from other products using similar radio 
frequencies in the local area. Microwave ovens 
operate in the S band (2.4GHz) that many wireless 
LANs use to transmit and receive. These signals 
result in delays to the user by either blocking 
transmissions from stations on the LAN or causing 
bit errors to occur in data being sent. Newer products 
that utilize Bluetooth radio technology also operate in 
the 2.4GHz band and can cause interference with 
wireless LANs, especially in fringe 
areas not well covered by a particular wireless LAN 
access point. The other issue, outward interference, 
occurs when a wireless network’s signal disrupts 
other systems, such as adjacent wireless LANs and 
navigation equipment on aircraft. 
e. System Interoperability: With wireless LANs, 
interoperability is taken as a serious issue. There are 
still pre-802.11 (proprietary) wireless LANs, both 
frequency-hopping and direct sequence 802.11 
versions, and vendor-specific enhancements to 
802.11 compliant products that make interoperability 
questionable. To ensure interoperability with wireless 
LANs, it is best to implement radio cards and access 
points from the same vendor, if possible. 

Handoff: Handoff is the mechanism by which an 
ongoing connection between a Mobile host (MH) and 
a corresponding Access point (AP) is transferred 
from one access point to the other. Handoff occurs 
during cell boundary crossing, weak signal reception 
and while a QoS deterioration occurs in the current 
cell. Present handoff mechanisms are based only on 
signal strength and do not take into account the load 
of the new cell.  
There is no negotiation of QoS characteristics with 
the new AP to ensure smooth carryover from the old 
AP to new AP. Now, several methods are proposed 
by researchers to have a seamless handoff between 
access points. 
 

3. Analyses 
In this section, a complete qualitative and 
comparative analysis of each of the existing wireless 
LAN technologies in the section is carried out. 
 
IEEE 802.11a 

The 802.11a standard was also ratified in 1999 
and it operates in the 5 GHz band. It uses the same 
core protocol as the original one which is the IEEE 
802.11.It uses an orthogonal frequency-division 
multiplexing (OFDM) also called multicarrier 
modulation that uses multiple carrier signals at 
different frequencies, sending some of the bits on 
each channel. However, the OFDM dedicates all of 
the sub channels to a single data source. The 
available data rates for this standard are: 6, 9, 12, 18, 
24, 36, 48 and 54 Mbps. 

 
IEEE 802.11b 

The 802.11b standard was ratified in 1999 and 
it is an extension of the original version802.11 DSSS 
scheme that provides data rates of 5.5 and 11 Mbps. 
It uses the sameCSMA/CA media access method 
defined in the 802.11 standard. The 802.11b protocol 
usescomplementary code keying (CCK) as its 
modulation technique which is a variation onCDMA 
that provides higher speed transmission. The typical 
indoor range for the standard is90 meters at 1 Mbps 
and 30 meters at 11 Mbps. The limitations of it are 
the interference withother wireless technologies and 
security issues. The IEEE 802.11b standard is 
currently themost commonly used in commercial 
products. 

 
IEEE 802.11g 

The IEEE 802.11g standard was ratified in 
June 2003 and it extends the data rates of 
802.11bfrom 12 to 54 Mbps per channel. Just like the 
802.11b, it operates in the 2.4 GHz range. 



International Journal of Engineering, Applied and Management Sciences Paradigms, Vol. 05, Issue 01, July 2013 
ISSN (Online): 2320-6608 
www.ijeam.com 
 

IJEAM 
www.ijeam.com 

60 
 

Theorthogonal frequency-division multiplexing 
(OFDM) is the modulation scheme used by 
the802.11g for the data rates of 6, 9, 12, 18, 24, 36, 
48 and 54 Mbps and reverts to CCK for 5.5and 11 
mbps and DSSS for 1 and 2 Mbps. With this 
standard, 802.11b devices will workwhen connected 
to an 802.11g access point, and 802.11g devices will 
work when connectedto an 802.11b access point, in 
both cases using the lower 802.11b data rate. 

 
IEEE 802.11e 

The IEEE 802.11e revises the MAC layer with 
the idea of improving QoS (Quality ofService), MAC 
address enhancement and security mechanisms. It 
accommodates timeschedulingand polled 
communication during null periods when no other 
data is movingthrough the system. It also improves 
polling efficiency and channel robustness. These 
typesof improvements and enhancements provide the 
quality necessary for services such as IPtelephony 
and video streaming. A quality of service station is 
any base station implementing 802.11e. 

 
IEEE 802.11i 

The IEEE 802.11i standard defines security 
and authentication mechanisms at the MAC 
layer.This is the standard that provides the strongest 
security means for wireless LANs. Itaddresses the 
security issues of the WEP algorithm originally 
designed for the MAC layer of802.11. The IEEE 
802.11i addresses and improves three main security 
areas: authentication,key management and data 
transfer privacy [8]. All of these areas are extremely 
lacking in theWEP algorithm. 

The 802.11i standard improves authentication 
by requiring the use of an authentication 
server(RADIUS) and by defining a more robust 
authentication protocol. It also implements a 
twowayauthentication method to prevent the man-in-
the-middle attacks that have been soprevalent on 
802.11b networks [8]. In fact, new keys have been 
introduced in the 802.11istandard to allow two-way 
authentication. The first is the master key (MK) 
which is asymmetric key that facilitates 
authentication of a host with the authentication 
server. Thepairwise master key (PMK) which is a 
private, symmetric key that is used by the client 
oruser and access point to control access to the 
network. The authentication method of the802.11i 
can be divided into two different paths. Firstly, the 
user to access pointcommunication and secondly, the 
access point to authentication server communication. 
The second area of improvement by the 802.11i is 
key management. Besides the MK andPMK 

mentioned earlier, there are other keys such as 
pairwise transient key (PTK), the keyconfirmation 
key (KCK), the key encryption key (KEK), the group 
transient key (GTK) andthe temporal key (TK). With 
all of these keys, a reliable key management is 
needed for802.11i. The 802.11i standard manages the 
keys as followed. Firstly, it uses the RADIUSserver 
to pass the PMK from the authentication server to the 
access point. Secondly, it usesthe PMK and a process 
known as 4-way handshake to derive and verify the 
PTK. Finally, ituses a procedure named group key 
handshake to send the GTK from the access point to 
theuser. Using this simple process, 802.11i provides 
reliable and secure key management.IEEE 802.11i 
provides the use of three different security encryption 
schemes to protect theprivacy of users. They are 
identified as CCMP (Counter with Cipher Block 
ChainingMessage Authentication Code Protocol), 
TKIP (Temporal Key Integrity Protocol) andWRAP 
(Wireless Robust Authenticated Protocol). CCMP 
uses the newly approved AES(Advanced Encryption 
Standard) encryption standard to encrypt data. It was 
designed fromthe beginning with the idea to handle 
packet-based communications and it provides 
bothauthenticity and privacy by encoding the 
plaintext before encrypting it. 
 

4. Benefits 
 

Wireless LANs offer users an array of benefits [9] 
ranging from cost efficiency to seamless integration 
with other networks. 
The benefits of Wireless LANs include: 
1. Convenience: Wireless freedom allows users to 
access network resources from any location. Even we 
can seat in our home and does our office work 
without any difficulty. 
2. Mobility: Users move, but data is usually stored 
centrally, enabling users to access data while they are 
in motion can lead to large productivity gains. 
Networks are built because they offer valuable 
services to users. With the emergence of public 
wireless networks, users can access the internet even 
outside their normal work environment. 
3. Productivity: Using a PDA or any other wireless 
portable device, the user can remain constantly 
connected with the network. 
4. Deployment: Many areas are difficult to wire for 
traditional wired LANs. Older buildings are often a 
problem; running cable through the walls of an older 
stone building to which the blueprints have been lost 
can be a challenge. In many places, historic 
preservation laws make it difficult to carry out new 
LAN installations in older buildings. Even in modern 
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facilities, contracting for cable installation can be 
expensive and time-consuming. But initial setup of 
an infrastructure-based wireless network requires 
little more than an access point, as opposed to 
traditional networks which need wiring to be run to 
all locations. 
5. Expandability: Adding additional clients to the 
network requires no additional infrastructure as long 
as they are within range because the network medium 
is already everywhere and there are no cables to pull, 
connect, or trip over.  
6. Cost: Wireless networking hardware is only a 
slight cost increase from their wired counterparts, but 
the cost savings in infrastructure such as running 
cables, and expanding the network can offset this 
increase. 
 

5. Conclusions 
In this work we have studied different WLAN 
standard with benefits. There are various IEEE 
standards are available. Each standard have their 
functionality. Each standard have choose according 
to the requirement. Thus finally We have studied the 
various IEEE standard like 8011.a, 8011.b, 8011.g, 
8011.e, 8011.i. 
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